e24cloud Privacy Policy

Beyond.pl SP. z 0.0. guarantees data security of users visiting www.e24cloud.com, including personal data. The
following information shall ensure the confidentiality of personal data and their proper use.

In order to improve reading comprehension of the privacy policy, the term "User" was replaced with the term
"you", and the "Administrator" with the term "we". The term “RODO” means Regulation of the European
Parliament and of the Council (EU) 2016/679 of 27 April 2016 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data, and repeal of Directive 95/46/EC, further
referred to as General Data Protection Regulation.

This privacy policy covers the www.e24cloud.com website.

Data Administration

The administrator of personal data collected through Beyond.pl websites, including www.e24cloud.com is
Beyond.pl Sp. z 0.0. with its registered office at ul. Adama Kreglewskiego 11, 61-248 Poznan, Poland (referred to
further as: “Beyond.pl”). Contac to our Data Inspector Officer: iod@beyond.pl

Personal Data

Personal data is information identifying or making it possible to identify an individual, such as their first name,
surname, email address, telephone number, postal address, but also data allowing to identify an individual
directly or indirectly based on such identifiers as identification number, location data, internet ID, or one or more
specific factors determining the physical, physiological, mental, economic, cultural or social identity of an
individual.

Personal Data Processing Rules

Personal information collected while using www.e24cloud.com website are processed within the scope of your
permission and according to current personal data protection law.

By completing the relevant form on www.e24cloud.com website, you provide us with your personal data,
including in particular: company name, name and surname, or name of a contact person, email, address,
telephone number, consumer or company status information, tax ID (NIP), IP address, PESEL, caller identification
data. We may also process your bank account number for accounting purposes.

The form is filled in for the purpose of using the e24cloud service, i.e. in order to conclude and execute a
contract with Beyond.pl Sp. z 0.0.

Personal data transferred while using the www.e24cloud.com will be processed under the scope of e24cloud
service agreement you have entered into. We will also process your data for the purpose of possible redress,
accounting records, as well as the fulfillment of tax obligations under law. Personal user data in the form of email
addresses may also be disclosed to FreshMail Sp. z 0.0. for the purpose of sending emails. Personal user data in
the form of telephone numbers are disclosed to LINK Mobility Poland Sp. z o.0. for the purpose of sending
automatic text messages to Users. Your data will also be processed to market Beyond.pl Sp. z 0.0. services to the
extent of your separate consents.

We always process personal data under concluded agreements, generally applicable laws and, where applicable,
on the basis of the consent you have expressed.

Registration allows the use of e24cloud service in accordance with e24cloud Service Terms by entrepreneurs and
consumers, respectively. We collect and process data following the requirements defined in General Data
Protection Regulation, Personal Data Protection Act of 10 May 2018 (i.e. Journal of Laws 2018, item 1000) and

version 1.2 of 06.08.2019 page. 1



Act on Providing Services by Electronic Means of 18 July 2002 (i.e. Journal of Laws 2017, item 1219, as
amended). Personal data processing information clause is provided in Art. 9 e24cloud Service Terms by
entrepreneurs and for consumers, respectively.

We do not collect personal information unless when interested parties disclose their data to us for a specific
purpose, as defined above, and provide their consent for such data use. The transfer of personal data is
voluntary, however, necessary for the conclusion and implementation of the contract for the provision of
e24cloud services.

Any data subject (if we are their Controller) has the right of access, rectification, erasure or processing
restriction, the right of objection, right to lodge a complaint with the supervisory authority and the right to
transfer data to another Controller.

Personal data may be deleted as a result of revocation of consent or a legally permissible objection to the
processing of personal data.

User personal data is not transferred outside the European Economic Area and is not subject to automated
decision-making, including profiling.

Data Recipients

We are the sole administrator of the information collected on this site. We shall not sell, share or rent this
information to any third parties. The data collected and processed by us may be disclosed to third parties when
required by law or enforceable by authorities, in the event that such disclosure is necessary to:

e protect the rights of Beyond.pl or of any third party;
e protect public other party’s security;
e prevent or halt which unethical or offensive activities;

and in all other cases when required by law, particularly in cases of suspected criminal offence or violation
intellectual or industrial property rights.

Personal data of individuals using the e24cloud service may also be disclosed to the tax authorities, law firms,
banks, as well as accounting service providers.

Minors

The www.e24cloud.com site is intended for adults. Persons under eighteen can use Beyond.pl pages only with
the knowledge and consent of their legal representatives. Minors are requested not to share any personal data
with us or other website Users. In the event that you learn that your minor child has provided us with personal
data without your consent, please contact us by email, by writing to: support@e24cloud.com.

Data Protection and Confidentiality

All information about you obtained through the www.e24cloud.com site is stored and processed by us in a way
as to ensure its safety, in accordance with the personal data protection laws. We respect your right to privacy,
and we care about data security. Our data protection measures include the Secure Sockets Layer (SSL) protocol.

Personal data submitted on the forms are kept confidential and are not visible to unauthorized persons. We have
implemented data encryption and we introduced access control in order to reduce risks of data breaches.

User Data Retention Period

The data you provide is stored only for the period necessary to fulfill the specific purpose for which it was sent or
for legal compliance purposes. The main purpose of your data processing is our performance of the service
contract, hence your data will be processed until the claims limitation period under the concluded contract
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expires. These time periods are defined by law, but differ for entrepreneurs and consumers, and are therefore
defined explicitly under Art. 9 of e24cloud Service Terms for each group, respectively.

If you consent to the use of your personal data for marketing purposes, we will provide you with information
about this nature until your consent is withdrawn.

You have the right to withdraw your consent at any time by sending your request to help.desk@beyond.pl.
However, the withdrawal of consent will remain unaffected by the legality of data processing prior to such
withdrawal.

For more information on your personal data retention period, contact help.desk@beyond.pl.

Data Collection

Resources are searched by URL addresses. In accordance with established practice by most web services, we
keep records of HTTP/HTTPS queries directed to our servers. This means, that we know:

e |P addresses of users who browse information content of our services,
e Query arrival time,

e Response sending time,

e Client station name - identified by HTTP/HTTPS protocol

e URL of the page previously visited by the user (referrer link) - in case www.e24cloud.com was visited through a
link,

¢ Information about the user’s browser,
¢ Information about HTTP/HTTPS transaction errors.

This data is not associated with specific persons browsing www.e24cloud.com website. In order to ensure the
highest quality of service, we analyse log files to determine which pages are visited most frequently, which
browsers are used, and whether a page structure does not contain errors, etc.

Use of Data

Recorded logs are kept indefinitely as complementary resources for website administration purposes. The
information contained therein are not disclosed to anyone except authorised administrators of our servers and
network. Based on log files, we can generate statistics to improve administration performance. Summary
compilations of such statistics do not contain any features which can identify website visitors.

Cookies

We use “cookies” to improve our website performance. Cookies are small text files that recorded by website on
user’s drive or their browser. A cookie will typically contain the name of the domain from which the cookie has
come, the "lifetime" of the cookie (i.e. the time it has existed), and a randomly generated unique number
identifying a browser from which the connection to the website has come.

Why Do We Use Cookies?
We use cookies for a variety of purposes:
e make www.e24cloud.com page work faster and be easier to use,

¢ better match the content and advertising available on the www.e24cloud.com page with the user expectations
and interests,

e collect anonymous, aggregated statistics that allow us to understand how people use our websites and help
improve their functionality and content.
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The cookies we use do not store any personal data or collect other personally identifiable information.
Types of Cookies
Beyond.pl uses the following types of cookies:

e session cookies — stored on end user’s telecom device only for the time spent on the www.e24cloud.com
website, until the you leave off a browser or log out from a website;

e permanent cookies — stored on end user’s telecom device for a specified period of time or until deleted by
User.

External Cookies

By using the www.e24cloud.com website, you may receive cookies from the following third parties cooperating
with Beyond.pl:

e Google Analytics, Google AdWords, Google DoubleClick — services to help us evaluate website usage, analyse
conversions and offer personalised advertising,

e Facebook, Twitter, YouTube, LinkedIn — social media plugins integrated with Beyond.pl websites.
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Adjust Permissions and Deleting Cookies

Most internet browsers are initially set to accept cookies automatically. Cookies can only works when accepted
by a browser and not removed them from a disk. You can change your browser settings so that cookies are
blocked entirely or partly, e.g. only from third parties, or to receive a message any time a cookie is sent to your
device. Remember, however, that blocking our cookies we use can adversely affect your www.e24cloud.com
user experience. By doing so, you prevent us from collecting anonymous data about our website usage to
improve their content.

Changes in Privacy Policy

We reserve the right to change and update this Privacy Policy. We will notify our Users immediately on the
www.e24cloud.com website.

If you continue to use the www.e24cloud.com website after the changes are introduced, you agree to the
amended terms.

If the changes are significant, we may provide clearer notification or seek relevant permission as required by law.

Possibility of Complaint

If you feel that we do not comply with RODO or Privacy Policy rules, you can bring a complaint to the supervisory
authority.

Contact

If you want to find out if we have registered any personal data about you, as well as the information type, please
use Contact details listed in the Service menu.

Please contact us with any questions or concerns regarding this Privacy Policy and the use of the Service by
sending an e-mail to support@e24cloud.com.

The date of entry into force of this Document: 25 May 2018.
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